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1. Introduction

Blockchain
as rapidly

growing
foundational ICT
technology

Developed over
the last decade as
one of the top 10

strategic
technology trends
for many

recent years

One of today’s biggest
ground-breaking
technologies with
potential to Impact
every

Industry from financial
to manufacturing and
to educational
Institutions.
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- TOP 10

EMERGING TECHNOLOGIES

CompTIA’s Emerging Technology Community selected the top 10
technologies that have near-term business and financial opportunity
for the IT channel and those working in the business of technology.
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Internet of Things

1oT is driving change and impacting
efficiencies in businesses around the
world by providing the data needed to
improve marketing, increase sales and
decrease costs.

®)

)

Al is significantly impacting the way customers
interact with businesses through the advent of
intelligent bots and websites and is becoming
increasingly commoditized, accessible and
integrated with everyday tools.

4

Artificial Intelligence

5G is increasing our ability to move, manipulate and
analyze data across wireless platforms. It will continue
to drive the development of more complex apps to solve
problems and increase growth across a wide array of

industries.
Serverless 5 Blockchain
1 Blockchain i Iving th -
Computl ng increoacsecd ra\:'elc? (sg :elgtg.lre gnd Robotics

manage an increasing number
of transactions across the
Internet as it provides an
alternative to centrally
managed record keeping.

Server-less computing is
enabling organizations to create
a NoOps IT environment that is
automated and abstracted from

underlying infrastructure,
reducing operational costs and
allowing businesses to invest in

the development of new,

impactful, value-add
capabilities.

Robotics is automating routine
processes by leveraging
machines in all shapes and
sizes to make businesses faster,
cheaper and more efficient.
This is driving conversations
and opportunities due to its
incredibly fast ROI and
Significant opportunity for
cost-savings and growth.
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3D Printing

Drones

L i i ic
from facial recognition to retina
and fingerprint scans will
become the mainstream
methodology for confirming your
identity. These solutions, both

3D printing is providing an
effective solution for low volume
manufacturing of complex parts

VR/AR is transforming the

way we engage with

Drones are enabling robotic

data and each other.
O i are exploring

and quick and local p of
obscure products. The
opportunity for the industry is
to bigger as

stand alone and weill
form the secure foundation for
solutions that we deliver moving
forward.

more affordable products
become available and will help to
expand the market.

opportunities to use VR, AR,
mixed reality, Al and
sensor technologies
to enhance operational
efficiency and individual
productivity.

geographic restriction and the
opportunities for technological
development and
integration are high
for the market.
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Breakthrough

Technologies
2018

1. 3-D Metal Printing

2. Artificial Embryos

3. Sensing City

4. Al for Everybody

5. Dueling Neural Networks

6. Babel-Fish Earbuds

7. Zero-Carbon Natural Gas

8. Perfect Online Privacy
(Blockchain based)

9. Genetic Fortune-Telling

10.Materials’ Quantum Leap
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One of top 10 emerging technologies of 2019, which have near-term
business and financial opportunities, blockchain technology is explored

and implemented to solve the increased need to secure and manage
transactions across the internet.

Blockchain

Technology

As blockchain-based one of 10 breakthrough technologies 2018, picked by
MIT Technology Review, that will have a profound effect on the general

lives. This blockchain-based solution, called Perfect Online Privacy, used a
zero-knowledge proof, an emerging cryptographic protocol (zk-SNARK)

for proving something without revealing the information underlying

the proof and then something is done online without risking your privacy
or exposing yourself to identity theft. The true internet privacy could
finally become possible thus.

One of the top 10 strategic technology trends for 2019 with the theme of
mesh technology, the blockchain technology refers to making, securing and
exploiting connections between an expanding set of people, businesses and
processes- as well as devices, content and services- to deliver digital
business outcomes.



Definition

Block
chain

Digital, open,
distributed ledger
That can
process and
record

transactions
between two
parties,

across a peer-to-
peer network,

efficiently and

in a verifiable

and permanent
way.

Identical copies of this
distributed transaction
ledger are maintained on
multiple computer
systems controlled by
different users and
anyone participating in
the blockchain can
review the entries in it,
but can only update the
blockchain by concensus
of majority of
participants.



Distributed

ledger

Expanding chronologically
ordered list of
cryptographically signed,
Irrevocable transactional
records shared by all
participants In a network

Replicated across a distributed
network to create a consensus-
based authoritative record of
significant events



Exploring
key
definitions

and concepts

behind this
revolutionary

technology

Explaining basically

1. Common structure of blockchain

2. How blockchain 1.0 works?

3. Smart contract as central component of blockchain 2.0
4. Dapp of blockchain 3.0

5. Blockchain 4.0 for IR 4.0 with challenges and trends




Decentralized
applications

Consensus
mechanisms
of
distributed
ledger

Blockchain
as system of

core

components-

Encryption Fig 1
Processes '

Decentralize Immutable
d P2P chain of
network blocks

Optional
smart
contracts

Transactions




1sensus Algorithms

sted Computing

imal Smart Contract
ptographic Hash Function
ryption Process

ring Algorithm

Decentralized network, built from a continuous
chain of code segments of predetermined size
(blocks). All transactions on the network are stored
on a public ledger, which exists throughout the
network, without need for a central server to
authorize transaction on network

Decentralized apps

Blockchain-based
Technology

Math Algorithms

Blockchain
Technology

Modeling
Processing

Valid Transaction
Execution

Data on Transaction

P2P Computer
Network

Network for sharing Information directly
between two parties, without need of a
server through which to pass the data

1merce Transaction
ncial Transaction, etc Figure 1: Logic Flowchart of Blockchain



2. Blockchain Transaction

Transaction

Common
transactions

Transaction
processing
system

» An exchange, agreement, business deal or
Interaction between people or parties

« Commercial, real estate, enterprise Tab. 1,
financial transactions Tab. 2[3]

 Transactions are processed and stored here

* Security Is the major concern for all
transactions.



Tab. 1: Notable enterprise transaction use cases

Land registration — Replacing requirements for research of Deeds (Sweden Land Registration)

Personal Identification — Replacement of Birth/Death certificates, Driver’s Licenses, Social
Security Cards (Estonia)

Transportation — Bills of Lading, tracking, Certificates of Origin, International Forms
(Maersk/IBM)

Banking — Document storage, increased back office efficiencies (UBS, Russia’s Sberbank)

Manufacturing — Cradle to grave documentation for any assembly or sub assembly

Food distribution — Providing location, lot, harvest date Supermarkets can pin point problematic
food (Walmart)

Audits — Due to the decentralized and immutable nature of Blockchain, audits will
fundamentally change.



Tab. 2: The Global Foreign Exchange Market in USD

1997 475 Billion

2002 1.1 Quadrillion

2008 2.2 Quadrillion



Block

« Information about transaction like the date, time,
exchange amount and the associated metadata.

The blocks

repregent Batches of valid transactions are hashed and encoded
into a Merkle tree.

transactions made « Who is participating in transaction using a digital

within the network,
displayed on a
public ledger

signature, sort of like a username

 Information that distinguishes it from other blocks:
The cryptographic hash of its own and of the most
recent block added. Each block is identified via a
cryptographic hash and timestamp

« Unique and only be created once.

» A newly created block is appended to an existing chain
of blocks

EaCh blOCk  Can actually store up to 1...MB of data

 Can house a few thousand transactions depending on
the size of the transactions




Peer-to-Peer Computer Network

Peer-to-Peer Computer
Network

Protocol provided

Distributed ledger

Decentralization for sharing

information on the network

directly between two parties
and for Dapp to run

For inter-node
communication and

validating new blocks




Fig. 2 P2P Computer Network




Node
(Computer or
device
connected to
blockchain
network)
Program for
validating
transaction and

block

: : Process transactions
+ Store information + Enable the approval

Put them into blocks _ _ through a machine
Validate them Hold an identical eonsensus

copy of transactions :
+ Broadcast transactions to

he blockchain ledger network




Cryptographic Encrypting the smart
yprograp For better security Cﬁﬂtra%t code

Algorithm the required key
lengths and
cryptographic
algorithms are
similarly

advancing, Tab. Encrypting
3[4]. messages

in secure data
transmission

Digital wallet

Cryptographic Used for
algorithm blockchain

Digital signatures

Hashing

RSA an

Widely used to encrypt

asymmetry
cryptosystem

messages of the blocks




Tab. 3: Standard Security in Comparision with the Quantum
Computing based Security

Algorithm Key Length Security In Comparison with
Quantum-compute based
Security

RSA-256 256 40 0

RSA-1024 1024 80 0

RSA-2048 2048 112 0

ECC-256 256 128 0

ECC-512 512 256 0

AES-128 128 128 64

AES-256 256 256 128




Hash function

» Map data of
arbitrary size to
fixed-size value

e Create a unified
form of data

Hash Function

Utilization
« Identifying blocks of
code of the blockchain

e Confirm coin
transactions

« Validate the transaction
e Mine

* Sign
« Integrate the set of all
blockchain parameters

« Signature for text or file

Algorithms

« SHA 256 is used as the basis for
bitcoin’s proof of work system

« SHA-512, with very strong
uniformity guarantees, can provide
very good general-purpose hashing

» Generally a good randomization and
internal structure are the choice for
the good hash function.




Consensus Algorithm

Mechanism through which a
blockchain network reaches

consensus for maintaining the

:jr;get’?igae%ngyssfg%r'ty of these Use cases: There are several types of
' 1. agreeing on consensus algorithms such as Proof
the validity of t . of Work, Proof of Stake, Proof of
Consensus protocol is set of rules ¢ valldity ot transactions Elapsed Time, Proof of
describing: 2. agreeing on Activity, Proof of Capacity, Proof
1. How the information will be which version of the blockchain is | of Burn, Proof of Importance.....
structured the real one
2. How each device will send or 3. assures that the on the
receive it — protocol rules are being followed | blockchain results in a group of
3. How the communication and 4. It guarantees that all transactions | Miners controlling over 50% of the
transmitting of it between occur in a trustless way network’s mining hashrate.
electronic devices, such as nodes, !
should work. 5. . It allows the creation of
blockchain system with high Hashrate is the number of hashes
resistance to attack, such as the | thatcan be performed by a bitcoin
These rules keep all the nodesona | 5704 attack, so-called majority miner in a given period of time,
network synchronized with each attack usually a second.

other, while providing an answer to
the question: how do they all make
sure that they agree on what the
truth is?




Smart Contract

A computer
program code
and conditions

defined
beforehand,
stored within
the block, are
capable of
facilitating,
executing,
verifying and
enforcing the
negotiation or
performance of
an agreement
using
blockchain
technology. It

Is impossible

to tamper or

hack smart
contract.

It can be
automatically
executed by a

suitable

distributed
ledger system,
also described
as a digital
self-executing
agreement,
when the terms
are met. The
participating
parties can be
rewarded
according to
the contract’s
terms .

Central
component to
blockchain 2.0

and used In
many cases,
Figure 3. With
blockchain the
smart contract
can hereby
reduce
transaction cost
of management
at higher levels
of
transparency,
while aligning
the interests of
all stackholders
by consensus
rules.

The smart contract would work in three steps:
1. Coding what the parties want it to do

2. Distributed ledgers. The code is then
encrypted and sent out to other computers via
distributed network of ledgers. If this is done
via public permissionless blockchain, the
contract is sent out similar to the way that a
network update of a transaction would occur.
This can also be done in a permissioned or
hybrid blockchain platform.

3. Execution. One the computers in this
network of distributed ledgers receive the code
they each come to an individual agreement on
the results of the code execution. The network
then updates the individual ledgers by
recording the execution of the contract, and
subsequently monitors them for compliance
within the terms of the smart contract.




Fig. 3: Smart Contract Use Cases
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Digital

Wallet

Unique encrypted storage
location for sending or
receiving digital assets using
its address.

The wallet can be online,
offline, or on a physical
device. Hot wallet 1s one
directly connected to the
Internet at all times.



Definition
of DAO

As blockchain-enabled, was digital
decentralized autonomous organization and a

form of investor-directed venture capital fund
for new decentralized business

models.

Structure,
operation &
feature

Structure:

DOA exists as a set of contracts among people
that resides on the blockchain with no physical
address and no people in formal management
roles. The management is placed in the hands
of owners of DAO to remove the ability to
misdirect and waste investor funds.

DAO operates as hub that disperses funds to
projects. Investors vote on proposal submitted
by contractors and on checking of a group of
volunteers that check the identity of people
submitting proposals and make sure the
projects are legal.. The profits from
investments will then flow back to its
stackholders.

Feature:

1. Completely transparent, everything was
done by the code, which anyone could see and
audit.

Mature

DAO one of emerging technologies of 2019.




Blockchain Creation

New block formed: It will contain

1.  The transactions data

2.  Block header with metadata

« The cryptographic hash from the block chronologically before it
* Mining competition

» Darootta structure as Merkle tree root

3. Block identifier

The cryptographic hash to uniquely identify the particular block

4.  Merkle tree on structure of transactions in the block

O Chain formed by the cryptographic hashes

The blocks can form a chronologically ordered chain from the first block (genesis block) ever
generated in the entire blockchain to the newly formed block.

The process is repeated over-and-over again to grow and maintain the network.

The blockchain network can be created using high-level programming languages or the
blockchain platforms according to the flowchart in Fig. 4, 5, 6.

Genesis block is numbered zero and is hard-coded in the blockchain application. Each other
block links to some previous existing block and for now it takes about 10 minutes.

The blockchain’s operation and the application are also controlled from the command line
interface using a great API library developed for the 23 core categories.



Blockchain Creation

Fig. 4: Flowchart of Blockchain Creation

Infrastructure (such as two or more machines on Internet or P2P network) provided

l

Installing blockchain on one machine

v

Creating account with password, data directory for DB and keystore files, account address for
one machine and repeating all for chosen machines

v

Creating genesis file(configuration, difficulty level to mine the blocks, gaslimit, alloc),
genesis node, genesis block on one machine. Initializing the node with the genesis file

v

Start node using account on one machine and all machines

v

Connecting the nodes using node-id, IP address, IP cloud instance and issuing commands to
node

\

Let’s start/stop mining in one node




Fig. 5: Blockchain Formation

Current block Orphan blocks

The main
chain
(black)
consists of
the longest
series of
blocks from
the genesis
block to the
current
block

Genesis block




Transaction Processing on the Blockchain

The transaction process: Path of 6 steps in Fig. 7.

¢ Step 2: The transactions are packaged in the block, Fig. 8, 9, and broadcast to

the network using software.

¢ Step 4: Nodes move to validate the transaction block which basically involves solving
a computationally intensive random math problem. Here it is also discriminated between
transaction validation and block validation, Fig. 10.

The incentive for node to validate transactions is new coins and associated transaction fees as
reward for ‘finding’ the new block. The process of validating transactions in a block is called
mining.

Block rewards: Mixture of coins and transaction fees, depending on the policy

used by the cryptocurrency in question, and whether all of the coins have already been
successfully mined. The current block reward for the Bitcoin network is 25 bitcoins for
each block. The more verifying confirmations a transaction has, the harder it becomes to
perform a double spend attack.

Mining pool is a construct created by a group of miners in order to process more
transactions and receive more fees. The funds are then split

between the pool's members. Today ASIC device has been designed strictly for mining.



Fig. 6: Core Components of Blockchain




Fig. 7: How Transactions Are Done?
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Fig. 8: Block Structure with Basic Components

type Block struct {
Hash [ |byte // Hash value of the block

PrevBlockHash []byte // Hash value of previous block
Data [ Jbyte // Transaction data

Timestamp  int64 // Time block created
)



Fig.

9: Blocks
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Fig. 10: Validation Process
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A “Transaction” is
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Changing the Data of a Block

Once recorded, the transaction history data in any given block cannot be altered retroactively
without alteration of all subsequent blocks, which requires consensus of the network majority.

Although blockchain records are not unalterable, blockchains may be considered secure by
design and exemplify a distributed computing system with high Byzantine fault tolerance.

Decentralized consensus has therefore been claimed with a blockchain. To change the transaction
history data — say, iIf someone were trying to hack it — the ledger would have to be changed in the
majority of participants owning all subsequent blocks.

With the number of people already using these, that’s near impossible.

The transaction can first only be built upon, not changed and second all documented and

verified, offering greater cybersecurity.

The vital characteristics, potential benefits, advantages-disadvantages, classification, spectrum
and applications of blockchain are summarized in Fig. 11, 12, 13, 14, 15, 17, 18.



Fig. 11: Vital Blockchain Characteristics
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Reduce costs of L .y
% overall Reduction in systemic risks
transactions

Irrevocable and tamp
resistant transactions

Fraud minimization

Enabling effective monitoring
and auditing by participants,
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% efficiency of transactions

o
O
O

Fig. 12: Potential Blockchain Benefits



Pros Cons

* Immutability of the data + Transaction throughput
+ Reliability & security
+ Transparency

+ Performance - redundancy
+ Uncertain regulatory status
+ Lower transaction costs + Energy consumption

» Control

Fig. 13: Pros & Cons of Blockchain
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Four Phases of the Gartner Blockchain Spectrum on Evolution and

Potential Business Opportunities — Fig. 15

1. Blockchain-enabling

These technologies

—

Building blocks
+ Cryptography
+ Distributed computing

+ P2P networking
+ Messaging

2. Blockchain-inspired

Components from
Blockchain-enabling
phase

Architectural aspects of ——
pre-blockchain computing:
+ Centralized notary
+ Distributed or replicated
data stores
+ Hashing / signing
+ Messaging layer

Gartner

Future blockchain solutions

Part of non-blockchain
solutions

Limited-scope projects for most

enterprise blockchain solutions

+ Lack the ability to tokenize

+ No basis for decentralized
operations



Four Phases of the Gartner Blockchain Spectrum Gartner

3. Blockchain-complete

These solutions— Completely new business — Featuring

models using + All the key capabilities of blockchain

+ Smart contracts + A full value proposition.

+ Tokenization such as tokenization enabled by smart contracts
+ Decentralized and decentralization

operational structures Currently, only startups are focused on this

level of maturity
4. Blockchain-enhanced

Decentralized economic power and microtransactions—— Creating never-before-possible
combined with technology constructs for business
+ The intelligent decision-making ability of Al and sociaty.

+ The sensory powers of 10T

+ Decentralized self-sovereign identity (SSI) solutions.



Gartner’s Blockchain Spectrum

Preblockchain Public Public, Private, Hybrid, Programmable-Economy-Based
Blockchain Consortia Blockchain on Blockchain

2009 2012 2016 2020 2022 2025
| I | | | |

Trough of

Phase 1: Enabling Technologies Disillusionment

Phase 4: Enhanced
Solutions

Phase 3: Complete Solutions

Fig. 15: Blockchain Spectrum Gartner



Core Elements of True Blockchain Gartner

Encryption

Distribution

Immutability

Decentralization Tokenization



Four Phases of the Gartner Blockchain Spectrum

Intornot
of Information 29

20130

Enabling Blockchain Blockchain Enhanced
Technology Inspired Complete Blockchain
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Development of Blockchain

The blockchain has been developed in accordance with other strategic technology trends as
follows:

Blockchain 1.0: Currency and payments

The first blockchain application, based on distributed ledger technology, for cryptocurrencies
allows financial transactions to be executed at most prominent level as a digital payment system.
Blockchain 2.0: Smart contracts, property and financial markets transactions

Smart contracts and conditions defined beforehand are reducing the cost of verification,
execution, arbitration, fraud prevention and allow transparent contract definition overcoming the
moral hazard problem.

Blockchain 3.0: Dapps — Fig. 16

The decentralized triple application, storage and communication pave the way for sharing
between backend code, running on decentralized P2P network, and frontend code with user
interface, that can make calls to its backend, to new applications on decentralized systems. The
frontend can also be hosted on decentralized storage for running contracts.

Dapps are programs that use blockchain to create application that runs on a decentralized
network and that provides a friendly user interface to smart contract.

Blockchain 4.0: Making blockchain usable in IR 4.0

The industrial revolution 4.0, meaning in short terms automation, enterprise resource planning,
and integration of different execution systems, demands an increasing degree of trust and privacy
protection - this is where blockchain kicks in. It will makes blockchain 3.0 usable in real-life
business scenarios and blockchain promises come to life.



Blockchain Layered Approach

The blockchain layers are shown in Fig. 16 for the complete — enhanced solutions from blockchain 3.0, 4.0.

Smart Contract Development Front-End Apps Back-End Apps

Application Layer
' Proof based Fault Tolerant based
Trust L. - Consensus algorithms —
Public Blockchain Prlvate. Blocks validation
Blockchain
Blockchain Layer

Transactions Validation m

— . S— ‘H‘ P
e 9 b

Transaction Layer

VInual Storage pP2p Ethereum/
network Hyperledge
Network Layer Nodes ‘

Fig. 16: Blockchain Layers Model

Security and Governance Layer
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funding Economy

IT Cloud
Storage

Fig. 17: Application Areas of Blockchain



Fig. 18: Programmable Economy — Final Frontier of Blockchain Evolution

Programmable:
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Economy,

Governance
Dapps, DAOs,
Distributed T & C,
Smart Identity,
Smart Contracts,
Smart Assets

Geography,
EneTyTAion) Industry,
Protocols, Customer,

Distributed Ledger, Regulation,
P2P Connectivity,

Trust Infrastructure,
Tokenization
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Gartner Hype Cycle for Emerging Technologies, 2016

4

Expectations

Machine Learning

Cognitive Expert Advisors
Connected Home
Blockchain
Smart Robots
Micro Data Centers O)
Gesture Control Devices )
loT Platformo
Commercial UAVs (Drones) O
Affective Computing O
Smart Data Discovery O
Virtual Personal Assistants O
Brain-Computer Interface @
Conversational

Volumetric Displays User Interfaces

Smart Workspace O
Personal Analytics O)

@ Human
Quantum Computing @ Augmentation

Data Broker PaaS

O Context Brokering

Software-Defined Security

Autonomous Vehicles
Nanotube Electronics

@ Software-Defined Anything (SDx)

.Natural-Language Question Answering

QEnterprise Taxonomy and
Ontology Management

O Virtual Reality
QO Augmented Reality

(dbrPaas)@y Neuromorphic Hardware

Plateau will be reached in:
@ less than 2 years
@ 2to5years

O 5to 10 years
more than 10 years
©) y

O 802.11ax
@ General-Purpose Machine Intelligence
@ 4D Printing
@Sman Dust
As of July 2016
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Hype Cycle for Emerging Technologies, 2018
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Expectations

Brain-Computer Interface
Autonomous Mobile Robots

Deep Neural Network ASICs

Quantum

Volumetric Displays

Self-Healing System Technology
Conversational Al Platform
Autonomous Driving Level 5

Blockchain for Data Security

Knowledge

Smart Dust

Innovation

Trigger

Digital Twin
Biochips
Smart Workspace

Deep Neural Nets (Deep Learning)
Carbon Nanotube

loT Platform

Virtual Assistants
Silicon Anode Batteries
Blockchain

Smart Robots

Al PaaS
Computing

Connected Home
Autonomous Driving Level 4

Mixed Reality

Edge Al
Exoskeleton

Meuromorphic Hardware

Graphs
4D Printing

Artificial General
Intelligence

Smart Fabrics

Augmented Reality

Flying Autonomous Vehicles
Biotech — Cultured or Artificial Tissue

Peak of
Inflated
Expectations

Trough of
Disillusionment

Plateau will be reached in:
@ |less than 2 years
. 2 to 5 years

@ 5o 10 years
A\ more than 10 years

As of August 2018
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Gartner Hype Cycle for
Emerging Technologies, 2019

}

Biochips
Al PaaS

,

Edge Analytics '
Autonomous Driving Level 5
Low-Earth-Orbit Satellite Systems._

Edge Al __ ™. (’

Explainable Al E‘“,

Personification —_—
Knowledge Graphs —
Synthetic Data "
Light Cargo Delivery Drones ——
Transfer Learning — = Emotion Al
Flying Autonomous Vehicles —
Augmented Intelligence ——

Nanoscale 3D Printing

5G

\ ry
&

b

Graph Analytics

—— Next-Generation Memory
3D Sensing Cameras

—— Autonomous Driving Level 4

Decentralized Autonomous — 4
Organization — DigitalOps

Expectations

Generative Adversarial - Adaptive ML
Networks ——

Decentralized Web —
AR Cloud — #

— Immersive Workspaces

Biotech - Cultured —
or Artificial Tissue

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
Time
Plateau will be reached:
less than 2 years @ 2to 5 years 5 to 10 years () more than 10 years @ cbsolete before plateau As of August 2019
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Emerging Sensing and Mobility
3D sensing cameras

Technologvy - AR cloud
- Light- cdeli [ |
Trends 2019 Flying autonomous vehicles

- JSutonomous driving Levels

A and S
Auugmented Hurman Postclassical Compute
- Biochips ancd Comms
- Personification - 5=
- Sugmented intelligence - MMext-generation m ernmory
- Emotiorn Al - Low-earth-orbit satellite
- Immersive workspaces system s
- Biotech {(cultured or - MNManoscale 3D printing
artificial tissue)
Digital Ecosystemms Advanced Al and Analytics
- DigitalOps - Adcaptive machine learminmng (ML)
- Knowledge graphs - Edge Al
- Swvynthetic data - Edge analytics
- Decentralized welb - Explainable Al
- Decentralized autonNnomMmMous - A0 Paas
organizations - Transfer learming
- Generative adwversarial
networks

- Graph analytics

gartner.com/SmarterwithGartner

o 2019 Sartner, e, All riches reserved. STRAK T _7a1S05 Ga I tne .m


https://blogs.gartner.com/smarterwithgartner/files/2019/08/CTMKT_741609_CTMKT_for_Emerging_Tech_Hype_Cycle_Infographic_r1d.png

Hype Cycle for Blockchain Business, 2018

exPeCtatlons Blockchain Reward Models
‘ | E Initial Coin Offering
Blockchain Consortium 1 @ Blockchain in Government

Blockchain in Insurance o . .
\ @ Blockchain in Banking and Investment Services

Blockchain in Supply Chain .
Blockchain in Logistics and Transportation % @ B"?CKCha'”
Blockchain in Education @ Distributed Ledgers

@ Internet of Things
Cryptocurrency and Blockchain Regulation 2
Blockchain in Life Sciences
Blockchain in Utilities @

Blockchain in Healthcare A o
Thi
Smart Contracts Culsr.]t%?naesrs Complementary Currency
. Smart Assets Blockchain in
Decentralized Autonomous Organization Qil and Gas

Blockchain Business Models

Ricardian Contracts

Blockchain in Retail ~ ACTYPtocurencies

Blockchain in Media and O
The Programmable|Economy Entertainment Digital Commodity Exchanges
Digital/Cryptocurtency Fiat Blockchain in Manufacturing

Stable Cryptocurrency @ Blockchain for CSPs Green Money

. - Blockchain-Based ACH Payments
Blockchain for Adyertising @ Blockchain for Customer Service
As of July 2018
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Hype Cycle for Blockchain Business, 2018
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3. Blockchain Technology

Blockchain

Technology

ICT Technology of 3
components applied

in new way

Internet or P2P network for decentralized

store - compute

Cryptography for private key, encryption and
hashing for identity, chain grouping,, signing
and integration of data

Programmed protocol governing
incentivization




Metrics of Blockchain Technology

* Scalability

* Size of the Blockchain over time.
* Number of Nodes.

* Speed
* Block Latency: Time to add a Block to ledger.
* Consensus Latency: Time to reach consensus on a new Block.
* Throughput: Peak Number of Transactions per second.

* Processing

* Computational requirements of the solution to add blocks to the ledger.

* Computational requirements and processing cost of a node.




Blockchain Ecosystem

The blockchain technology can be seen as the intersection of hardware and software
technologies and people all work in one common environment, the blockchain ecosystem, and
are dependent on one another for ultimate success.

Today there are three main blockchain ecosystems in the market:

1. Graphene ecosystem (Exchange, Payment/Processing, Marketplace, Social network, ect with
three powerful blockchains and blockchain development toolkit)

2. Bitcoin ecosystem

3. Ethereum ecosystem.

Challenges

Critics have cited the 9 blockchain challenges:

1. Nascent technology

2. Uncertain regulatory status

3. Large energy consumption necessary to process and store transactions

4. Control, security and privacy

5. Integration concerns

6. Cultural adoption

7. Cost from the more expensive resources required to process and store larger amounts of
data

8. Challenges associated with audit, taxes, and compliance

9. Scalability is the most serious one. It is possible to deal with the scalability challenge by off-

chain transaction, smaller network with fewer nodes and increasing block size.



Blockchain Trends

1. Inthe 2020s the blockchain technology will implement smart contracts and deliver the full
value proposition of blockchain including decentralization and tokenization.

2. Smart Contracts will have real autonomy and advanced technologies will enable exchanges
and transactions that aren’t currently possible, e.g. Decentralized Autonomous Organizations
(DAQ) and microtransactions performed by machines.

3. Blockchain will need guantum computing for high computing power, advanced cryptographic
algorithms and thus high transaction and block verification speed.

4. Blockchain in the 10T system will be used for the communications network required to
coordinate driverless vehicles without need for a central server and for protecting autonomous
cars from being hacked. The built-in blockchain can help maintain a continuously growing
list of cryptographically secured data records protected against alteration and modification.
For instance an 10T connected (e.g. RFID) device with sensitive location and temperature
information moves along various points in a warehouse or in a smart home, this information
could be updated on a blockchain. This permits all involved parties to share data and status of
the package as it moves among different gatherings to
guarantee the terms of an agreement are met.

5. Al impacts blockchain through deep learning and blockchain benefits by using of smart
contracts in Al.



Blockchain Trends in 2019

The era of experimentation is over, it’s time now for
commercialization

» Blockchain will create $3.1 trillion in business value by 2030 - Gartner
» Focus on cost saving and revenue generation

Use cases to be centered around the below three roles:

» Informationledger > Exchange of information

» Notary ledger - Exchange of legal documents
» Value ledger - Exchange of value

The consortium trend will pick up

Blockchain speed in 2019
Tren dS in 2 01 9 : &is;xgryratMr than single industry

» Sizeable networks and ecosystems

Top three applications

« Payments
» Trade
» Supply chain finance



Brief History of Blockchain

The concept of Use of blockchain
datrbuted ing Cryptocurrency in technology in financial Permissioned
has besn arcund since applications related to markets and applications blockchain network
1990 cash begin to deploy beyond cash transactions wiutions
begin to blossom

| | TRANSACTIONS CONTRACTS APPUCATION

2011-2012  2012-2013 2013-2014  2014- 2015 2015-2016  2016- 2017

LT

Bitcoin was created by Currency tramsfers and The evolution of Market Evolution,

Satoshi Nakamato. digital payment smart contracts sub-develpment and
Subsequently, the concept systems using blockchain exploration
of ablockchain to create a technology across industries

decentralized ledger
maintained by anonymous

consensus was introduced



4. Conclusion

= Blockchain, a shared replicated decentralized ledger using advanced cryptography and game
theory for the secure identity and integration of data, can open up fair business network by taking
out cost, improving efficiencies and increasing accessibility.

» Blockchain addresses an exciting and topical set of challenges, which cross every industry and
pave the way for many innovative solutions from Smart Contract, Dapp, tokenization...to DAO
and microtransactions performed by machines.

= The combination of Al, and IoT with blockchain is promising other strange features. Making
ASIC hardware for many components of the blockchain will bring up many progress in
application.

= Blockchain technology’s many concepts and features might be broadly extensible to

a wide variety of situations.

» The decentralized model could be the great innovation in the possibility space for

the future applications. However, this model should be considered individually for each use case.
= The blockchain technology can reach mature in 5 to 10 years.

= Blockchain-based complementary currency will reach mature in 2 to 5 years.
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